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Dark Patterns 1in Cookie Consent

How do design choices in cookie consent management platforms (CCMPs) affect the way users feel and interact with cookie notices?

Variables Study Design Study Design Next Steps

We first designed a consent notice that For each study condition, we started with After "shopping,” they were redirected to At time of printing, we have collected

represents "best practice." By examining the "best practice"” design and changed a survey where we asked about their around 1500 survey responses (125

consent notices on 200 real websites one variable. awareness, needs, comprehension, and responses per condition). We are

using the top 5 CCMPs, we decided on 7 sentiment regarding the privacy choices currently cleaning and running

study variables: We recruited participants via Prolific and we presented to them on our storefront. preliminary analyses on this data.
directed them to a fabricated e-

1. the prominence of the notice commerce storefront, where they would

2. the layout of the text in the notice Interact with one of our 12 cookie consent

3. whether the text is persuasive nhotices.

4. how the consent and choice buttons

are labeled

5. how to reach the choice interface e This website uses cookies
6. how easy (or difficult) it 1s to change |
* Why we use cookies: To make the website work properly, enhance performance,

your choices later | create personalized functionality, and deliver targeted ads
/. the layout of the choice interface

* Your choices: S5ome cookies are optional—click "Allow all cookies’ to accept all

8
bGS'l' pracflce ‘E‘ cookies, or select only the cookies you want and click "Allow selected cookies’

* Updating preferences: Click on the '‘Cookie Preferences’ button on the
bottom right corner of this website

* More information: Please see our Privacy Policy

Allow selected cookies Allow all cookies

v | Strictly necessary D Performance D Functional D Targeting Show details

e This website uses cookies

We use cookies to make the website work properly, enhance performance, create personalized functionality, and deliver targeted ads. Note that if you do not

accept optional cookies, your experience may be affected. By continuing to use this site you agree to the use of cookies as shown in your cookie preferences.
You may update your cookie preferences at any time For more information, please see our Privacy Policy.

worst practice "

This website uses cookies

You've definitely seen a message like this when browsing the web. They exist to comply with privacy laws (e.g. GDPR and CCPA)
which require that people be informed of the data collected about them. Cookie collection should ideally be opt-in and people should
be able to make informed choices about their cookies easily and efficiently. However, CCMPs often hide these choices behind
confusing, tedious interfaces.

Cookie settings How about a real cookie? &
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